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Abstract: Wireless Sensor Networks (WSNs) are the type of networks there will be no physical connectivity and are 
commonly used in often deployed in adverse environments where the attacker can physically capture some of the 
nodes, first can reprogram, and then, can duplicate them in a large number of clones, easily taking control over the 
network. Many classical and basic steps are undergone to prevent and eradicate such attacks. But those existing 
methods are not up to the mark. Basically, WSN are depended on energy aware networks. A serious drawback for 
any protocol to be used in the WSN- resource constrained environment. Further, they are vulnerable to the specific 
adversary models introduced in this paper. The contributions of this work are threefold. First, we analyze the 
desirable properties of a distributed mechanism for the detection of node replication attacks. Second, we show that 
the known solutions for this problem do not completely meet our requirements. Third, we propose a new self-
healing, Randomized, Efficient, and Distributed (RED) protocol for the detection of node replication attacks, and we 
show that it satisfies the introduced requirements. Our Implementation specifies, user will specify its ID, Location ID, 
Random number, Destination ID along with Destination Location ID, to the Witness node. The witness will verify the 
internally bounded user ID with the user specified ID. If the Verification is Success, the packets are sent to the 
destination.  We Propose Modified RED Scheme to identify Cloning attacks in the Network.  
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I. INTRODUCTION 
Wireless Sensor Network (WSN) is a collection of sensors 

with limited resources that collaborate to achieve a common 

goal [1]. WSNs can be deployed in harsh environments to 

fulfill both military and civil applications. Due to their 

operating nature, they are often unattended, hence prone to 

different kinds of novel attacks. For instance, an adversary 

could eavesdrop all network communications; further, an 

adversary could capture nodes acquiring all the information 

stored therein—sensors are commonly assumed to be not 

tamper-proof. Therefore, an adversary may replicate captured 
sensors and deploy them in the network to launch a variety of 

malicious activities. This attack is referred to as the clone 

attack since a clone has legitimate information (code and 

cryptographic material), it may participate in the network 

operations in the same way as a non compromised node 

hence, and cloned nodes can launch a variety of attacks [2] 

[3] [4].  

 

A few have been described in the literature. For instance, a 

clone could create a black hole, initiate a wormhole attack 

with a collaborating adversary, or inject false data or 

aggregate data in such a way to bias the final result. Further, 
clones can leak data. The threat of a clone attack can be 

characterized by two main points:  A clone is considered 

totally honest by its neighbors. In fact, without global 

countermeasures, honest nodes cannot be aware of the fact 

that they have a clone among their neighbors [5] [6] [7].  To 

have a large amount of compromised nodes, the adversary 

does not need to compromise a high number of nodes. Indeed, 

once a single node has been captured and compromised, the 

main cost of the attack has been sustained. Making further 

clones of the same node can be considered cheap. While 

centralized protocols have a single point of failure and high 

communication cost, local protocols do not detect replicated 

nodes that are distributed in different areas of the network. In 
this work, we look for a network self-healing mechanism, 

where nodes autonomously identify the presence of clones 

and exclude them from any further network activity. In 

particular, this mechanism is designed to iterate as a ―routine‖ 

event: It is designed for continuous iteration without 

significantly affecting the network performances, while 

achieving high clone detection rate [8] [9]. In this paper, we 

analyze the desirable properties of distributed mechanisms for 

detection of node replication attack. We also analyze the first 

protocol for distributed detection, proposed in, and show that 

this protocol is not completely satisfactory with respect to the 
above properties. Lastly, inspired by [45], we propose a new 

randomized, efficient, and distributed (RED) protocol for the 

detection of node replication attacks, and we prove that our 

protocol does meet all the above cited requirements. We 

further provide analytical results when RED and its 

competitor face an adversary that selectively drops messages 

that could lead to clone detection. Finally, extensive 

simulations of RED show that it is highly efficient as for 

communications, memory, and computations required and 

shows improved attack detection probability (even when the 

adversary is allowed to selectively drop messages) when 

compared to other distributed protocols [10] [11] [12]. 

II.RELATED WORK 
Centralized clone detection protocol in every Network is the 

existing System.  This solution assumes that a random key 



  International Journal of Contemporary Research in Computer Science and Technology (IJCRCST)      e-ISSN: 2395-5325 

Volume 3, Issue 1 (January ’2017) 
 

 IJCRCST © 2017 | All Rights Reserved                www.ijcrcst.com 

 

 

5 

pre distribution security scheme is implemented in the sensor 

network. That is, each node is assigned a set of k symmetric 

keys, randomly selected from a larger pool of keys . For the 

detection, each node constructs a counting Bloom filter from 

the keys it uses for communication.  Then, each node sends 

its own filter to the BS of every network. From all the reports, 

the BS counts the number of times each key is used in the 
network. The keys used too often (above a threshold) are 

considered cloned and a corresponding revocation procedure 

is raised. Other solutions rely on local detection. A voting 

mechanism is used within a neighborhood to agree on the 

legitimacy of a given node. However, this kind of a method 

applied to the problem of replica detection fails to detect 

clones that are not within the same neighborhood [13] [14] 

[15].LSM is used, has only one Witness Node (WN) which 

Verifies & Detects Cloned Node. Only if the Cloned Node & 

Original Node sends Packet using the same WN at the same 

Time, then LSM would detect the Cloned Copy [7] [8]. 

 

III.RANDOMIZED, EFFICIENT, AND 

DISTRIBUTED (RED) PROTOCOL 
We propose RED, a new protocol for the detection of clone 

attacks. RED is similar, in principle, to the Randomized 

Multicast protocol, but with witnesses chosen pseudo 

randomly based on a network-wide seed. In exchange for the 

assumption that we are able to efficiently distribute the seed, 

RED achieves a large improvement over RM in terms of 

communication and computation. 

Nodes are registered in a Location. Group Leader is elected, 

then the Group Leader will start transmit a Ransom Number 

to all the nodes which are attached to that Group Leader 

(GL). If a node A in the Location 1 wants to send a data to 
another node D in the Location 4, then the following steps are 

carried.  

 Node ID of A + Location ID of A – 1 + Random 

Number of GL (1) + Time Stamp + Destination ID 

of Node D + Location ID of D – 4      ------------------

----- (1) 

 Internal Sender Node ID and Location ID is also 

appended with 1.  

 Encrypt 1 with RSA Algorithm then send to the 

Witness Node.   

 Witness node will Decrypt 1, then will compare with 
User Specified Node ID and Location ID with 

internally appended Node ID and Location ID, 

which is original.  

 If the both those user specified and internally 

appended information’s are matched, then the 

witness node will check the Random number with 

respect to the Time Stamp by sending the request to 

the Group Leader of the Location 1.  

 The Group Leader will transmit Random Number 

which was generated with respect to that Time 

Stamp to the Witness node.  

 Witness node will check the Random number which 

is generated with the User information. If both the 

data are matched then the Witness node will confirm 

that this node is Genuine. 

 Only if the Witness node confirms the Sender node, 

the data is send to the Destination, which is Genuine.  

 If user specified information and the internal 

information are varied then the Witness node will 

identify that Cloning or some Mal practice has 

occurred and the Packets are discarded by the 

witness node.  

 

RED is used in which Group Leader (GL) is elected. GL will 
multicast a Random Number (RN) to all its Group Nodes at a 

Time Stamp (TS). RED will Verify RN, Node ID, Location 

ID,TS via WN which is Encrypted automatically from the 

User and Decrypted and Verified by the WN. Here we 

maintain Multiple WN.The modification is which we propose 

is to compare the RN & also the Node ID given by the user 

and the Original Node ID appended with the data. The 

complete scenario has been depicted in the Figure 1. 

 
Figure 1: RED Protocol 

 

 

IV.CONCLUSION 
In Wireless sensor network there were many attacks which 

tamper the proper communication. Among such various 

attacks Cloning attack is one of the major attacks. In this  

paper we detected such cloning attack by our proposed novel 

methodology called RED protocol. BY this protocol we can 

have secure authenticated transactions can happen in the 
wireless sensor networks. In future, we are intended to 

provide higher security with large complex and real networks 

using different network quality of service parameters. 
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