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Abstract: This paper, we present a new in networked system for efficient encrypted video delivery while preserving
the benefits of in-network caching. As video chunks are encrypted before distribution, we first design a compact,
efficient, yet encrypted video user index to empower the network with a fully controlled capability of locating the
cached encrypted chunks for given encrypted requests. We then explain how to deploy the encrypted design in our
proposed architecture, and present a secure redundancy elimination protocol to enable fast video delivery via
leveraging cached encrypted chunks. We further discuss the full support of cache management, adaptive video
delivery, and video access control. Rigorous analysis and prototype evaluations demonstrate the security, efficiency,

and effectiveness of the design.
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I.INTRODUCTION

Videos have been increasingly dominating today’s Internet
traffic, with Cisco projecting that 75% of all network traffic
in 2018 will be video based [1]. To scale the delivery of
massive volumes of videos, various new network
architectures with optimizations for content-intensive
applications have been proposed, such as information-
centric networking (ICN) and others as surveyed in [2].
Among these proposals, one natural trend is to leverage in-
network caching, i.e., storing the content in advanced
network devices like cache-enabled routers[3].The related
benefits, like efficient and scalable content.  distribution,
redundant network traffic elimination, etc., are well
understood in the literature [6]-[9]. Despite being
promising, in-network content caching would also raise new
security and privacy concerns, due to the increasingly un
trusted networked environments [10], where the network
caching devices are not necessarily in the same trusted
domain as the content users or under the full control of
content providers [11]. For users, it is crucial to ensure their
private data, like video access history, subscription details,
or even personal videos, not to be exposed unwillingly .For
content providers, strong protection against authorized
content access or copyright infringement is a commercial
imperative.

We note that directly encrypting the videos before
distribution does not address the issues completely. It would
diminish the benefits of in-network caching by preventing
the cache enabled routers from accessing the data they need
to inspect for their job. Encrypted protocols that secure end-

to-end transmission channels, like HTTPS, are also not
satisfying in fully leveraging the complete benefits of in-
network caching [14]. Solutions that resort to decrypting the
traffic some wherein the middle, e.g., public caches in
CDNs,would fall short of guaranteeing the end-to-end
security [16], vulnerable to the possible man-in-the-middle
attacks [13].

In order to address the aforementioned limitations and
challenges, in this paper we propose and implement a new
networked system that aims for secure and efficient
encrypted video delivery while reserving the benefits of
encrypted in network caching. The proposed designs are
presented via a systematic integration of emerging network

architectures  for ~ content  intensive  applications,
cryptographic building blocks, novel encrypted data
structures, and secure and practical  network

protocols.Similar to existing standards of adaptive video
delivery, like DASH [17], our system first segments the
video files into smaller chunks. But for confidentiality, all
video chunks are encrypted before distribution and remain
in encrypted forms during their lifetime in cache-enabled
network devices. We use content user index for chunk
identification, and propose an encrypted fingerprint index to
empower the network with a fully-controlled capability of
securely locating and leveraging the cached encrypted
chunks for efficient video delivery.

The proposed encrypted index achieves both security and
efficiency. It follows the practical cryptographic framework
called searchable symmetric encryption [18], [19], but also
incorporates he latest design philosophy from high
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performance in-memory indexing [20]. Different from prior
arts, this new encrypted design is built from the ground up,
and achieves optimal secure processing time, secure
dynamic update, high throughput, and low memory
consumption with high load factors, simultaneously.

In our proposed architecture, we deploy the encrypted index
on a bunch of semi-trusted in-network request handlers,
which serve as network middle boxes to locate and manage
the encrypted in-network caches upon encrypted requests for
video applications. Under such settings, we give a carefully
designed protocol for secure redundancy elimination (RE),a
crucial functionality for high performance video delivery,
which can be instantiated over cached encrypted chunks.
Specifically, the proposed protocol ensures that without a
secure token generated from a valid user index, the entire
network learns nothing about video content or the user
index.

For further practical considerations, we also show how our
system functions compatibly with known cache
management strategies [6], inherently supports adaptive
video delivery [17], and readily provides fine-grained access
control restrictions for encrypted video distribution [14].We
emphasize that the proposed system is not limited to secure
and efficient video delivery. It can be applied for general
content delivery with strong data protection, e.g.,
documents, music, images, etc. It also fits in the generic
contexts of semi-trusted network middle boxes, which could
be offered as a “service” by un trusted public cloud [23].
meanwhile, the proposed encrypted index and the secure RE
protocol can flexibly work for encrypted data with different
size granularity.

Il. SYSTEM ARCHITECTURE
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To scale the delivery of massive volumes of videos, various
new network architectures with optimizations for content-
intensive applications have been proposed, such as
information-centric networking (ICN) and others as
surveyed. Encrypted protocols that secure end-to-end
transmission channels, like HTTPS, are also not satisfying
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in fully leveraging the complete benefits of in-network
caching. Solutions that resort to decrypting the traffic
somewhere in the middle, e.g., public caches in CDNs,
would fall short of guaranteeing the end-to-end security
vulnerable to the possible man-in-the-middle attacks.
Standards of adaptive video delivery, like DASH, our
system first segments the video files into smaller chunks.
But for confidentiality, all video chunks are encrypted
before distribution and remain in encrypted forms during
their lifetime in cache-enabled network devices.

IV.PROPOSED SYSTEM

To leverage encrypted in-network caching, we then design
an encrypted user index, and propose a secure RE protocol
to identify and locate the encrypted chunks with a controlled
capability. As a result, the users can securely obtain the
videos from cache-enabled routers to avoid redundant
transmission from video application servers. we show that
our design works compatible with existing caching
management policies, and further introduce secure dynamic
operations for video addition and deletion. Our system
works compatibly with known cache management policies
for content placement and eviction. The performance of
encrypted DASH videos to show the system feasibility in
existing media streaming standards. The decryption takes
less time than the encryption, because we use the AES-CBC
model. This system provide End — to — End security.

V.IMPLEMENTATION

Video consumers who have legitimate private keys to
decrypt the videos. They pay video content providers for
authorized video access. User can select video and get
encrypted user index. Send the request to the application.
Get the video chunks and combine the video, then decrypt
the video chunks. They deal with user authentication and
key management, and encrypt all the video chunks before
distribution .It generate the token for the requested user.
Send the secure token to the request handler They can be
dedicated servers, or network middle boxes with computing
and storage abilities, which identify, locate, and manage the
in-network chunks. It process the token over encrypted
index. Send request to cache enable routers They are the
network devices that are able to store, match, and forward
content. It Check the requested video is exist or not Chunks
and encrypt the video .Send the video to the user.

VI.METHODOLOGY

MD5-PUBLIC KEY ALGORTHIM:

The primary threat to the security of a fingerprint is a pre
image attack, where an attacker constructs a key pair whose
public key hashes to a user id which matches the victim's
user id. The attacker could then present his public key in
place of the victim's public key to masquerade as the victim.
In practice, most user index commonly used today are based
on non-truncated MD5 or SHA-1 hashes. As of 2006,
collisions but not pre images can be found in MD5, and
although no practical attack yet exists against SHA-1, it has
been partially broken. The future therefore likely to bring
increasing use of newer hash functions such as SHA-256.
However, user index based on SHA-256 and other hash
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functions with long output lengths are more likely to be
truncated than (relatively short) MD5 or SHA-1 user index.

AES ALGORITHM:

AES is a symmetric block cipher. However, AES is quite
different from DES in a number of ways. The algorithm
Rijndael allows for a variety of block and key sizes and not
just the 64 and 56 bits of DES’ block and key size. The
block and key can in fact be chosen independently from
128,160,192,224,256 bits and need not be the same.

AES ALGORITHM:
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The proposed RE protocol reduces the video delivery time

greatly via encrypted in network caching with marginal
security overheads introduced.
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VII.CONCLUSION

In this paper, we presented a system that enables secure RE
over encrypted video chunks. The system architecture is
built on the emerging network architectures towards content
intensive applications. We designed an encrypted and high
performance user index, and proposed a secure RE protocol
to leverage encrypted in-network caching for video delivery
without knowing the underlying video content and
fingerprints. Besides, our system also supports encrypted
dynamic cache management, adaptive video streaming, and
one to-many access control protocols. We have proven that
our system is secure against adaptive chosen-keyword
attacks.

We implemented the system prototype, and conducted
comprehensive evaluations. The results show that the
proposed index processes secure content requests with
millisecond latency on a commodity server. Besides, the
proposed RE protocol reduces the video delivery time
greatly via encrypted in network caching with marginal
security overheads introduced. The evaluation on a real
DASH dataset demonstrates that our system adaptively
delivers encrypted videos with comparable performance to
the plaintext case. In future, we will consider a more
realistic scenario to enable authorized content delivery via
encrypted in-network caches from multiple content
providers under their own different keys. Other threats like
collusion attacks will also be investigated as future
directions.
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