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Abstract : Since the mobile devices become more popular because of its advanced functionality, it is targeted by more malicious and
intrusive applications. Even though there are more security measures are available for these systems, it is failed to meet the user
reliance to make decisions. In android devices, the installation of any android apps seeks a user permission for avoiding the
upcoming vulnerabilities. The user decision for installing certain app is considering the risk information. When these risk information
is vast and more compley, it is ignored by the user, which leads the wrong installation decision. For turning the user’s focus to read
the risk or permission information before installing any app, the risk information is provided in a summary and more understandable
format. We propose a combined technique of naive algorithm and sentiment classification for efficiently conveying such risk
information to user. By this, the good or correct decision is made by the user, which prevents the android devices from more system

vulnerabilities.

Keywords: Mobile security, risk communication, smart phones, risk score.

I.INTRODUCTION

Now a days, mobile technology is growing rapidly because of
its advanced functionality and portability. The use of smart
phones, tablets, and other mobile devices to conduct online
transactions has been rapidly grown. The mobile devices are
used not only for calling and texting, but also used for video
calling, emailing, online shopping, e-banking etc. Mobile
devices are becoming ubiquitous, and they providing access to
personal and sensitive information of the users such as phone
numbers, contact lists, password, images, geolocation, and
SMS messages. Crime associated with these mobile devices
has increased proportionally, and many apps and business has
a critical need to detect and prevent fraud related to them. The
number of more innovative mobile applications are introduced
in to the market day by day for providing these facilities in a
consistent way. These applications are either vulnerable or
safe to the mobile device. There is a need for analyzing the
safeness and quality of any mobile application available in the
market for preventing the user from facing the device
vulnerabilities and for safeguarding the user privacy. To make
their security is important challenge to developers. Mobile
devices has different paradigm for install a new application
comparing with desktop and laptop computers. In this paper
surveying the previous techniques used for preventing the
mobile risk while installing the mobile application to the
mobile phone.

Il. LITERATURE SURVEY

There are more techniques are reviewed for identifying the
risk of the mobile application. One of the main idea to
identifying or preventing the risk in the mobile application is
choosing the best application or low risk apps while installing
the mobile application in to mobile device. Here we have
analyzing some of the related existing research work
classification of the mobile risk A similar work which was
the one by Adrienne Porter Felt et al.,[01], they have presented
mobile application permission and user attention and behavior
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while install the mobile apps. They evaluate survey of the
android users, in this only few percentage of users interviewed
and observed the installation permission and terms and
conditions. The other research person E. Chin et al.,[04] in
their work have presented a general framework, user study to
gain insight into the user perception and behavior of the smart
phone security and installation habit. The user need not to
focus the permission during installing the apps in to the
mobile device, only the user focus on the reviews and rating of
the mobile application. Jialiu Lin et al.,[08],in their work they
have presented crowd-sourcing users’ mental models crowd
sourcing users’ mental models for analyzing and capturing the
mobile user behavior. This model capturing the user
expectations of what sensitive resources mobile apps use and
also report user privacy summary. Hao Peng et al.,[10],in their
work they have propose probabilistic generative model for
finding the risk score of the mobile application while installing
the application. Any mobile app has risk score that can be
monotonically decreasing with respect to the probability
generated for an apps.

I11. PROPOSED METHOD

The proposed summary risk rating for each app and dynamic
graph of reviews and ratings for easy understanding of risk
rating. The risk summary and graph can lead the user to
choose a best app among all apps available in Google Play
store and other sources for Android apps and also specifying
the comparison risk summary of two low risk app.

Advantages

e It present the summary of permissions required for the
app in more simple way so that user can ignore unsecured
application.

e It provides comparison of two applications to find out
which application is secure than other.

www.ijcrest.com

491



"1,_9%?

= Volume 2, Issue 3 (March’2016)
A.  System Architecture

The architecture for the proposed application is explained in
the Figure 1.
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Figure 1: Architecture diagram for the proposed system

APK file is created and uploaded to Google play store. When
the user tries to download the application, pop message is
displayed as download failed. The user see a more information
about the downloading or installing application in app page.
So the user has to click more details to view risk information
as a dynamic graph. After verification user can install the
application to the mobile device.

B. Implementation

Development an Application: Using Eclipse to create a new
Android Application for the mobile devices. There are three
type of android application was developing such as Game
application, Social Network Application and E-book
Applications. Application was generated in the form of .APK
File. APK (android package kit) is generated upload in play
store.

Uploading in play store: First create a play store Application
using Eclipse IDE. Then Upload our development applications
into the play store. In this Scenario, please select a new
Application for mobile devices. When you continue you will
see more detailed information about application. Browse that
information to make your choice and select an app. Android
warns the user about permissions that an app requires before it
is installed.

Downloading failed : The risk information was presented as a
text value in the range low, medium, high, very high. With
color differences to add extra emphasis ranging from blue,
brown, light red, bright red. View for the app, below the
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average user rating, as well as above the developer (play store)
description on the main view. Each permission shows the
percentage of apps within that category that request that
permission, and presented. Then the rare and critical
permissions toward the top so that they were seen more easily.

Sentiment classification algorithm: Sentiment analysis also
called as opinion mining. It is used to analysis natural
language processing, text analysis and computational
linguistics process to identify and retrieve subjective
information. It mainly used to analyze movie, software
application, customer service and social topic reviews and
rating. It widely applied for whether piece of writing text or
sentence is positive, negative or neutral. It analyzing the
opinion of the writer mode.

Naive Bayes classifier: One of the most popular method for
text categorization and classification. In simple, a naive bayes
classifier assumed that the value of a particular feature is
isolated to the presence or absence of any other feature, given
the class variable. Naive bayes model is easy to implement
and along with the simplicity, it is known to outclass even
highly sophisticated classification method are used. It is
widely used for large date set such online source and big
data’s.

Finding word count: Try to determine the specified text or
sentence as negative or positive. After the classification, we
have to count how many times positive and negative review
occur in the website given by the application users. Map and
reduce method is used for count the number of times the given
word occur in particular site. Based on the counting result, we
can determine the low risk application among the number
application.

IV.ANALYSIS AND RESULTS

The result shown the step by step process of the application.
Once the user install the .apk file in our mobile device, the
user can see the below screen in our mobile device. If the user
installing any application it redirected and show the risk
application of the selected application. Based on the risk score
the user install the application, best application has low risk
value. The user easy to understand the risk score value through
the dynamic graph.
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User Login Page

Figure 2: The login page

The figure 2 shows that the login page of the application, if the
new user coming to the application they should signup and
sign in to application.

Figure 4: The risk alert to the user

The figure 3 shows the list of application in the database. If
the user want to download the application he/she should
analysis the risk score of the particular application is shown in
the figure 4.
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Figure 6: The outcome of the dynamic graph.

User specifying the comments and reviews of the application
is show in figure 5 based on the multiple user reviews and
comments plotting the dynamic graph to specifying the risk
score of the application showed in figure 6.

V. CONCLUSION

Thus the various classification of the mobile apps are used to
classifying the mobile apps effectively. The result obtained
from these techniques lead the user to choose the safe apps
while installing the apps for the mobile devices. The naive
bayes classifier and sentimental classification techniques are
used to improve security of the mobile apps. The result,
dynamic chart improving the security concerns of the
malicious apps in easy to understand the risk of apps such low,
high, medium. It is user friendly and easy to understand since
the result shows the required apps is offline or online and
payable or not payable.
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