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Abstract: Wireless Sensor Networks (WSNs) consist of sensor nodes deployed in a manner to collect information about 

surrounding environment. Wireless Sensor Networks is used in wide range of applications because of the various 

features like low cost, no gateways or switches for monitoring the flow of information when the data is transmitted from 

source to destination. Security is the most important factor in networks. There are possibilities to hack the wireless 

information. The hacking can be avoided with the help of   Intrusion Detection Systems (IDS). Some protocols are used to 

determine the correct packets, here a new game theoretic approach is used to h increasing energy saving for sufficiently 

large, resource constrained networks. It proves to be a promising technology with Intrusion detection systems in WSN. 

In this paper we focus on the problem of WSN attacks & security using Honey pot technique 
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I. INTRODUCTION 
 

Wireless sensor networks are commonly used in pervasive and 

ubiquitous applications. WSNs are developed using both static 

(motes) and mobile (e.g. smart phone) sensor nodes for 

various applications such as smart homes, telehealth, 

surveillance, metering, and industry automation.  

 
FIG 1.Wireless Sensor Network 

The latest results and developments of WSN are under the 

following topics: 

 Applications using mobile phones and static sensors 

 Algorithms and techniques for energy efficient 

communication 

 Robustness and fault tolerance in WSNs 

 Intelligent techniques and data mining for WSNs 

 Query processing for data streams in WSNs 

 Security and privacy issues in WSNs 

 Telehealth services for elderly and chronic patients 

using WSNs 

 Body area sensor networks 

Few limitations of WSN include computation, bandwidth, 

memory, and energy. Due to the hostile environments of 

WSNs, security is one of their most important aspects. IDSs 

are widely used for securing WSNs. IDS has the ability to 

detect an intrusion and raise an alarm for appropriate action. 

Due to the energy and computational power limitations, 

designing appropriate IDS for WSN is a challenging task. 

Security attacks against WSNs 

 

Security attacks against WSNs can be classified as active and 

passive [8, 9, 10]. Passive attacks are silent in nature and are 

conducted to extract important information from the network. 

Passive attacks do not harm the network or network resources. 

Active attacks are used to misdirect, temper, or drop packets. 

The unique characteristics such as wireless medium, 

contention-based medium access, multihop nature, 

decentralized architecture, and random deployment of such 

networks make them more vulnerable to security attacks at 

various layers. 
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II.GAME THEORY 

 

In general, game theory can be divided into two branches:  

a) Non-cooperative and 

b) Cooperative game theory. 

 

a) Non-cooperative game theory 

 

Non-cooperative game theory studies the strategic choices 

resulting from the interactions among competing players, 

where each player chooses its strategy independently for 

improving its own performance (utility) or reducing its losses 

(costs). For solving non-cooperative games, several concepts 

exist such as the celebrated Nash equilibrium. 

 

b) Cooperative game theory 

Cooperative game theory provides analytical tools to 

study the behavior of rational players when they cooperate. 

The main branch of cooperative games describes the 

formation of cooperating groups of players, referred to as 

coalitions [1] that can strengthen the players’ positions in a 

game. 

Application of non co-operative game theory 
 

The mainstream of existing research in communication 

networks focused on using non-cooperative games in various 

applications such as  

 Distributed resource allocation 

 Congestion control 

 Power control 

 Spectrum sharing in cognitive radio, among others.  

III. NEED FOR GAME THEORY IN WSN 

 

The flexibility, fault tolerance, high sensing fidelity, low-cost 

and rapid deployment characteristics of WSNs are desirable 

features in creating many new and exciting application areas 

for remote sensing, detecting, tracking, and monitoring. 

However, it is non-trivial and very involved to design an 

optimal WSN to satisfy performance objectives such as 

maximum sensing coverage and extended operation periods. 

In order to obtain a practical and feasible WSN and due to the 

operation nature of the network, game theory (GT) is regarded 

as an attractive and suitable basis to accomplish the design 

goal. Game theory is a branch of mathematics and can be used 

to analyze system operations in decentralized and self-

organizing networks. GT describes the behavior of players in a 

game. Players may be either cooperate or non-cooperative 

while striving to maximize their outcomes from the game. In 

this regard, sensors manage their operations in terms of power 

resources devoted to sensing and communicating among 

themselves and with a global controller such that the assigned 

task could be completed effectively as desired [4]. 

 

Cooperative game theory provides analytical tools to study the 

behavior of rational players when they cooperate and consider 

the utility of all the players [7, 8]. Non-cooperative game 

theory also covers a broad range of applications in WSN [9, 

10]. In non-cooperative game theory, the nodes buy, sell, and 

consumer goods in response to the prices that are exhibited in 

a virtual market. A node attempts to maximize its profit for 

taking a series of actions. Whether or not a node receives a 

profit is decided by the success of the action. Note that non-

cooperative game theory is mainly focused on each user’s 

individual utility rather than the utility of the whole network. 

On the contrary, cooperative game theory can achieve general 

pare to-optimal performance and maximize the entire 

network’s payoff while maintaining fairness. In addition to 

cooperative and non-cooperative game theories, repeated 

game theory is concerned with a class of dynamic games, in 

which a game is played for numerous times and the players 

can observe the outcome of the previous game before 

attending the next repetition [11]. The commonly used GT 

methods for solving WSN problems are listed in Table 1. 

 

IV. PROBLEMS OF GAME THEORY IN WSN 

 

The problems that are identified from the survey includes: 

S.NO  

PAPER 

NAME 

 

ABSTRACT 

 

METHODS 

 

DRAWBACK 

1 Game 

Strategies 

in Network 

Security 

Game theory 
is analyzing 

the security of 

distributed 
network. 

 It makes an 

interconnectio
n between 

attacker and 

administrator. 

Stochastic 
game method, 

Non linear 

programming. 

Nash 
equilibrium find 

between the 

both user and 
attacker is 

difficult. 
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2  

 

Incentive-

BasedMod

ellingandI

nferenceof

AttackInte

nt,Objectiv

es,andStrat

egies 

Objectivesand

Strategies(AI

OS)maydrama
ticallyadvance

theliteratureof

riskassessment
,harmpredictio

n,andpredictiv

eorproactivecy
berdefense,exi

stingAIOSinfe

rencetechniqu
esisadhoc 

Attack 

Prediction,    

Game Theory, 
Computer 

Security 

AIOSinference

modelsbeyondB

ayesiangames 

3   

Game-

theoretic 

intrusion 

response 

and 

recovery 

 

Preserving the 

availability 
and integrity 

of networked 

computing 
systems in the 

face of those 

fast-spreading 
intrusions 

requires 

advances not 
only in 

detection 

algorithms, 
but also in 

intrusion 

tolerance. 

Fictitious 

play, 
stochastic 

game theory 

Securityincident

s,suchasthetarge
tedStuxnetattac

kagainstnuclear

power Plants, 
demonstratecurr

entcomputersyst

ems. 

4 Decentrali

zed 

Intrusion 

Detection 

in Wireless 

Sensor 

Networks 

A distributed 
Rule based 

approach 
(interval rule) 

Distributed: 
Scalable, 

robust and fast 
intrusion 

detection. 

Rule based 
IDSs are simple 

to install and 
easy to operate. 

On the other 

hand, they need 
continuous rule 

updates in order 

to cope with the 
new released 

attacks 

5 Intrusion 

Detection 

in Sensor 

Networks: 

A Non-

Cooperativ

e Game 

Approach 

Hierarchical 

model with 
Game theory 

along with 

Markov 
decision 

process 

Only one of 
the clusters of 

the network is 

monitored at a 
time. This 

leaves the rest 

of the network 
un-protected 

Markov 

decision 
process 

clustering 

algorithms may 
consume 

considerable 

amount of the 
network’s 

energy through 

the formation of 
the clusters. 

After the 

clusters are 
formed and the 

CHs are 

elected, CHs 
may constitute a 

single point of 
failure and they 

have to be 

secured. 
Besides, if the 

CH is not a 

special node 
(more 

powerful), then 

the overhead of 
being a CH will 

diminish its 

resources very 
quickly 

Table 2.Literature Survey 

V.EXISTING SOLUTIONS 
 

To solve the security issues in WSN, there are several type of 

IDS have proposed. Such IDS techniques are as follows. 

 Distributed and collaborative IDS  

 Clustering (Hierarchical) based IDSs  

 Game theory based IDSs 

 Rule based IDSs 

 Watchdog based IDSs 

 Reputation (Trust) based IDSs 

Drawbacks 

 

In hierarchical, clustering based IDSs, clustering algorithms 

may consume considerable amount of the network’s energy 

through the formation of the clusters. After the clusters are 

formed and the CHs are elected, CHs may constitute a single 

point of failure and they have to be secured. Besides, if the CH 

is not a special node (more powerful), then the overhead of 

being a CH will reduce its resources very quickly.  

 

Agent based IDSs reduce the network load and latency. On the 

other hand, they cause high energy consumption of the nodes 

they are working on. Communication cost between agents and 

coordinator, or in between agents, may cause congestion and 

bottle neck in the network. 

Rule based IDSs are simple to install and easy to operate. On 

the other hand, they need continuous rule updates in order to 

cope with the new released attacks. In game theory based 

IDSs, the detection rate can be adjusted by the network 

security administrator through changing the parameters. The 

problem with this system is that it is non-adaptive and requires 

human intervention for a stable operation. 

VI. CONCLUSION 

 

To resolve security issues & attacks in WSN many approaches 

has proposed. In future work, security issues and attacks will 

be minimized by using Honey pot technique in WSN than 

other approaches 
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