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Abstract: Wireless network coding systems are analysed the impact of pollution attacks. There are many approaches 
are available for defend against the pollution attacks. Wireless network coding systems provide more benefits to the 
networks. It reduced network blocking, higher consistency, and low power of utilization. The effectiveness of the 
pollution attacks not only depend the network node but also the location of the attacker nodes. To defend against 
security threat of wireless network coding systems provide reduced network delay, robustness of transmission 
errors. The system using effective and efficiency of two schemes Electronic Dispatcher Application and reporting 
(EDART) and Trace back. These two schemes give the better response for defend against the pollution attacks. 
EDART is used for no attack exist in the network, the resources delivered without delay in the wireless network. 
Trace back is also the one of scheme is used to identify at least one attacker node every occurrence of pollution 
attacks. To demonstrate method that Trace back and EDART is able to identify attacker nodes. 
Keywords: Resource allocation, pollution attacks, game theory, network coding.

I. INTRODUCTION 

Network coding introduces new challenges in the detection 

of corrupted (or polluted) packets, because it allows 

intermediate nodes to actively mix packets. Protection 

mechanisms in the context of traditional routing monitoring 

or authentication are not effective or feasible against 
pollution attacks network coding. Monitoring-based 

corrupted packet detection requires nodes to be able to 

compare that the forwarded packets by their neighbours are 

coded from incoming packets. However, in network coding 

there is many scenarios in which nodes cannot decode the 

packets coded and forwarded by nodes and therefore cannot 

detect if coding was performed correctly. 

 

Network coding is a very active field of both information 

theory and networking for information distribution. The core 

idea of network coding technique is "slicing" and "mixing" 

packets. It consists in encoding a message into several 
packets and transmitting those packets in an oriented 

multicast way through the network to the destination.  

 

II.ATTACKERS IDENTIFICATION 

A.Electronic Dispatcher Application and reporting 

(EDART): In EDART, an adaptive verification scheme 

which allows nodes to optimistically forward packets 

without verifying them. As in DART, nodes verify packets 

using the periodic checksums. But in EDART, only nodes 

near the attacker tend to delay packets for verification, while 

nodes farther away tend to forward packets without 

delaying. Therefore, pollution is contained to a limited 

region around the attacker and correct packets are forwarded 

without delay in regions without attackers. A major 

advantage of EDART is that, when no attacks exist in the 

network, the packets are delivered without delay, incurring 

almost no impact on the systemperformance. Below, 

Describe EDART and provide bounds on the attack impact, 

the attack success frequency, and the packet delivery delay. 

B.Traceback : The goal is to locate the path of attack 

packets in addition to identifying the attacker (terminal). In 

this paper, “trackback (attack detection)” refers to the 

location of both the attacker and the path of attack packets. 

 

 

 

 

 

 

 

 

 

Figure 1: Defence against pollution Attack 

C.Network error correction coding: A network error 
correction coding theory for detecting and correcting 

corrupted packets in network coding systems. In principle, 

the network error correction coding theory is parallel to 

classic coding theory for traditional communication 

networks, and also exhibits a fundamental trade-off between 

coding rate (bandwidth overhead of coding) and the error 

correction ability. 

 

D. Pollution Attacks: Network coding makes the 

intermediate node mix received packets, a single corrupted 

packet can corrupt the entire information reaching the 
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destination. This kind of attack is commonly known as the 

pollution attack.  Pollution attacks can have different levels 

of severity depending on the strategy of the attacker, the 

network topology, and the specific network coding system 
under consideration. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Stepdown approach for attack uncorrupted 

packets 

III.EXISTING SYSTEM 
The problem of the study the minimum number of defenders 

is available, at the same time minimum number of resources 
is allocated into the defender. To evaluate this problem 

resolved by using two algorithms. The study of the approach 

proves that Extensive game model and enhancement 

algorithm is multisession model. The design of the model is 

one-session transmissions. This approach does not agree 

with resource are allocated by the defender as well as 

minimum number of defender are allocated.The network 

error correction coding theory is parallel to classic coding 

theory for traditional communication networks, and also 

exhibits a fundamental trade-off between coding rate and the 

error correction ability. Such schemes have limited error 

correcting ability and are inherently oriented toward 
network environments where errors only occur infrequently. 

In an adversarial wireless environment, the attackers are 

capable of injecting a large number of polluted packets that 

can easily overwhelm the errorcorrection scheme and result 

in incorrect decoding. 

Drawback 

 The scheme requires every node to report 

information to a central controller in order to 

identify the location of malicious nodes.  

 A pollution attacker node can inject corrupted 

nodes to cause the corruption of nodes in any flow 
in wireless network operation. 

 

IV. PROPOSED SYSTEM 
Wireless Network coding systems focus the new challenges 

in detection of corrupted nodes into the resources are 

allocated the defender node in wireless network. Solution of 

this problem pollution attacks in Wireless network coding 

systems can be categorized into two types namely Trace 

back approaches and Electronic Dispatcher application and 
reporting (EDART) approaches. These concepts are used to 

secure from the pollution attacks. They need to identify that 

where the malicious nodes are located at time of resource 

allocation in the network. Pollution is contained to a limited 

region around the attacker and correct resources are 

forwarded without delay in regions without attackers. There 

are many approaches based on information theory have 

severe limitations in wireless networks, as they assume 

limited bandwidth between the attacker and the receiver. In 

wireless networks, an attacker can easily have a large 

bandwidth to the receiver by injecting many corrupted 

packets, staying near the receiver node, or multiple attacker 
nodes. Any intermediate node in the network able to detect 

the attack as soon as its malicious packet sends it a 

corrupted packet. This prevents corrupted packets from 

polluting packets. 

 

Advantages 

  An analysed the effectiveness of framework 

defending against the polluting attacks.  

  It provides highly effective protection for detect 

the corrupted nodes.  

  Pollution attacks can have different levels of 
severity depending on the strategy of the attackers.  

 The key assumptions in all these approaches are 

greater performance in trusted manner.  

 A victim of a Pollution attack to trace the attack 

back to its source n 

 

V. MODULES 
A. Topology design  

B. Trace back of denial of service  

C. Accessing the other server using EDART  

D. Attack detection using PPM  

E. Novel trace back  

 

MODULES DESCRIPTION 

 

A.Topology Design: This module is developed to Topology 

design all node place particular distance. Without using any 

cables then fully wireless equipment based transmission and 
received packet data. Node and wireless between calculate 

sending and receiving packets. The sink is at the center of 

the circular sensing area.  

 

B.Trace Back Of Denial Of Service : Denial of Service 

(DoS) attack can be characterized as an attack with the 

purpose of preventing legitimate users from using a resource 

computing system or network resource. When the operating 

system notices the high workload on the flooded service, it 

will start to provide more computational power to cope with 

the additional workload. DoS attacks are targeted at 

exhausting the user data resources, such as network 
bandwidth, computing power, and operating system data 

structures. To launch a DoS attack, the attacker(s) first 

establishes a network of computers that will be used to 

generate the huge volume of traffic needed to deny services 
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to legitimate users of the resource. To create this attack 

network, attackers discover vulnerable hosts on the network. 

C. Accessing The Other Server Using EDART: In EDART 

is used to find out the attacked node in the network. Then 
the entire packet must be transferring to the different sink 

node. The sink node also as malicious node means that 

corresponding node will be removed in to the network. In 

local flow monitoring must be used to find the better way of 

solution in to the network.  

 

D.Attack Detection Using PPM: The methods with the 

representatives of PPM (Probilistic Packet Marking) 

algorithms, the surroundings and network surroundings for 

the planned algorithm are the similar as that of PPM, in that 

order. We obtain as the commissioner for PPM mechanism 

since it is a typical investigate instance for with the intention 
of category. In these methods used to find the dos attack 

node and to inform the source node, then the source node to 

take the different nodes for data transmission.  

 

E.Novel Traceback : Entropy variation is a calculate of 

randomness flood of the routers at a agreed disruption of 

time. The parameters to identify the attacker are time 

sandwiched between the two routers in which the 

information was sent in addition to delay for the taken as 

whole routers. These mechanisms consist of algorithms to 

trace back the attackers and to get back the original data. 
The flows monitor algorithm flow of each and each router. 

The packet that are transient through  the routers are 

categorize into flows. A flood is defined by a pair-the 

upstream router where the packet came beginning and the 

reason address of the packet. 

 

VI.SYSTEM SPECIFICATION 
 

Software requirements: 

Operating System: Windows, Linux  

Simulation Tool: Network Simulator-2 (NS-2), Cygwin 

 

System Description: Cygwin is the one type of interface tool 

it is used to interface between source and package and its 

protocol. Its support the all trace graph and its supported 

files 

 

Network Simulator 2.28 (Ns2) : Ns-2 is a packet-level 
simulator and essentially a centric discrete event scheduler 

to schedule the events such as packet and timer expiration 

 

Functionalities of ns-allione2.28: 

 

C++/OTcl Linkage  
Root of ns-2 object hierarchy  

bind (): link variable values between  

TclObject- C++ and OTcl 

Command (): link OTcl methods to C++ implementations  

TclClass 
Create an OTcl object, and create a linkage between the 
OTcl object and  

C++ Object  

TclC++ - methods to access Tcl interpreter  

TclCommand - Standalone global commands  

EmbeddedTcl -ns script initialization 

 

VII. CONCLUSION 
The essential features of the impact of pollution attack 

response to better performance and efficiency. EDART and 

Trace back were the two schemes are used for against 

pollution attacks in wireless network coding systems. Bot of 

the two schemes can effectively filter out polluted attacks 

and improve the network performance. The design of defend 

against polluting attack consider the effective control to the 

corrupted nodes in the wireless network.  
To detect the pollution attack, locate the malicious nodes in 

the network, discard the malicious node along with this it 

reduces the transmission time required to check weather 

incoming packets are polluted or correct. The proposed 

model has a potential to be used as an effective and strong 

solution against the different network attacks and 

deciphering attempts.  
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